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The Pen is mightier than the sword”  “But today, the computer mouse is greater/ 

mightier than the pen”

- Unknown 
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“A white collar executive with a briefcase, a
typical profile of a fraudster, can steel 10
times more than 100 men with machine guns.
However with the advent of computers and
information technology, a man with a
computer mouse can inflict an exponentially
greater damage even with 100 white collar
fraudsters.”
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RBI’s Annual Report 2022-23

• 80% Frauds in Public Sector Banks

in FY 19-20 and 70% in FY 22-23

• 1.48 Lakh Crores out of Rs.

185,468 Crores in 2019-20

• FACTOPEDIA

• The average time lag between the

date of occurrence of frauds and

the date of detection was 23

months for the frauds reported in

2020-21.

• However, in respect of large

frauds of Rs. 100 crore and

above, the average lag was 57

months for the same period.

• 98% of Bank Frauds Pertain to

Advances
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Opportunity of Being Heard

As various HC pronouncements, the opportunity of being heard should be
provided to the borrower or the management of the borrower company before
declaring the account as fraud.

However the RBI’s master circular on fraud declaration and its reporting by banks
not contains the point that opportunity of being heard should be provided to
borrower before declaring account as fraud, which is against the principle of
natural justice.

The Landmark judgment is Rajesh Agrarwal Vs Reserve Bank of India
(Telangana High Court) and Supreme Court

https://main.sci.gov.in/supremecourt/2021/1710/1710_2021_1_1501_43127_
Judgement_27-Mar-2023.pdf
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The Landmark judgment is Rajesh Agrarwal Vs Reserve Bank of
India (Telangana High Court). Final Decision:

A bare perusal of the resolution of FIC (Fraud Investigation Committee), dated
31.07.2019, also reveals that the said resolution is based on the Report submitted by Dr.
K.V. Srinivas, IRP. However, there is no evidence available on record to establish the fact
that a copy of the said Report was furnished to the borrower Company, or to the
petitioner. Thus, neither the borrower Company, nor the petitioner, nor any other
Director was given a chance to explain, or to challenge the finding of the said Report. A
copy of the said Report has not been placed even before this Court by the respondents.
Therefore, the decision taken by FIC is again based on a piece of evidence, which was
never brought to the notice of the borrower Company, or to the notice of the petitioner.
Therefore, a vital requirement of audi alteram partem is conspicuously missing. Therefore,
the resolution of the FIC, dated 31.07.2019 is legally unsustainable.

• For the reasons stated above, this Writ Petition is, hereby, allowed with the following
directions and in the following terms:-

• Firstly, the principle of audi alteram partem, part of the principles of natural justice, is
to be read in Clause 8.9.4 and 8.9.5 of the Master Circular.

• Secondly, the decision, dated 15.02.2019, passed by the JLF (Joint lender forum), and
the resolution dated 31.07.2019, passed by the FIC are, hereby, set aside.
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• Thirdly, the JLF is directed to give an opportunity of hearing by
furnishing copies of both the Reports, namely the Forensic Auditor
Report, dated 06.04.2018 and the subsequent Report submitted by
Dr. K.V. Srinivas, IRP, to the petitioner, and to the OL.

• Fourthly, the JLF is directed to give an opportunity of personal
hearing both to the petitioner and to the OL before taking any
decision on the issue whether the account should be classified as
‘fraud’ or not?

• Fifthly, after the JLF has taken its decision, the FIC is directed to
pass its resolution whether the decision of the JLF should be
confirmed or not?

• Lastly, the said exercise shall be carried out by the JLF within a
period of three months from the date of receipt of the certified
copy of this judgment. Furthermore, the subsequent exercise by
FIC shall be carried out within two months from the date of the
decision of the JLF.
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E. Conclusion 81.The conclusions are summarized below:

1. No opportunity of being heard is required before an FIR is lodged and registered;

2. Classification of an account as fraud not only results in reporting the crime to investigating agencies, but also has other penal and civil
consequences against the borrowers;

3. Debarring the borrowers from accessing institutional finance under Clause 8.12.1 of the Master Directions on Frauds results in serious civil
consequences for the borrower;

4. Such a debarment under Clause 8.12.1 of the Master Directions on Frauds is akin to blacklisting the borrowers for being untrustworthy and
unworthy of credit by banks. This Court has consistently held that an opportunity of hearing ought to be provided before a person is
blacklisted;

5. The application of audi alteram partem cannot be impliedly excluded under the Master Directions on Frauds. In view of the time frame
contemplated under the Master Directions on Frauds as well as the nature of the procedure adopted, it is reasonably practicable for the lender
banks to provide an opportunity of a hearing to the borrowers before classifying their account as fraud;

6. The principles of natural justice demand that the borrowers must be served a notice, given an opportunity to explain the
conclusions of the forensic audit report, and be allowed to represent by the banks/ JLF before their account is classified as fraud
under the Master Directions on Frauds. In addition, the decision classifying the borrower’s account as fraudulent must be made by
a reasoned order; and

7. Since the Master Directions on Frauds do not expressly provide an opportunity of hearing to the borrowers before classifying their account as
fraud, audi alteram partem has to be read into the provisions of the directions to save them from the vice of arbitrariness.

In the result, the judgment of the Division Bench of the High Court of Telangana dated 10 December 2020 is upheld. The judgments of the High
Court of Telangana dated 22 December 2021 and 31 December 2021, and of the High Court of Gujarat dated 23 December 2021 are accordingly
set aside. The Civil Appeals are disposed of. Writ Petition (C) No. 138 of 2022 is also disposed of in above terms. There shall be no order as to
costs.

Supreme Court Judgement on RBI Master Circular
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Tip remains the largest Source of

Detection of Fraud Initially….

With over 40% of all occupation or

workplace frauds detected

- ACFE Report to Nations 2020
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Data Analytics
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Data Analytics Tools
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The "Fraud Triangle"
"For the love of money”

When reviewing the risk of fraud, auditors often refer to the “Fraud Triangle”, first identified by 
sociologist Donald Cressey. The “points” of the Fraud Triangle are made up of three factors which are 
present for fraud:

• Incentive/Pressure: Pressure, such as a financial need, is the “motive” for committing the fraud. 
One common pressure is a gambling problem. 

• Rationalization: The person committing the fraud frequently rationalizes the fraud.
Rationalizations may include, “I’ll pay the money back”, “They will never miss the funds”, or “They
don’t pay me enough.”

• Opportunity: The person committing the fraud sees an internal control weakness and, believing no
one will notice if funds are taken, begins the fraud with a small amount of money. If no one notices,
the amount will usually grow larger.

As per Donald Cressey, 85% of the population will commit fraud given certain conditions (Pressure, 
Opportunity and Rationalization). In any organization, the risk of fraud can be reduced. Internal control 
procedures can particularly diminish the “opportunity” point of the Fraud Triangle.
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IMPORTANT TO UNDERSTAND CERTAIN 

TERMINILOGIES, BECAUSE THEY ARE USED IN 

REPORTS/ CASES ACROSS THE FRAUD 

INVESTIGATION PROFESSIONALS
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ACFE FRAUD TREE
Occupational frauds are those in which an employee, manager, officer, or owner of an organization commits
fraud to the detriment of that organization. The three major types of occupational fraud are: Corruption, Asset
Misappropriation, and Fraudulent Statements. The complete classification of occupational fraud, frequently
referred to as the Fraud Tree, is shown below:

• CORRUPTION:

Corruption can be defined as the dishonest behavior by the person holding power, like managers or officials.
Act of corruption includes transaction of bribes (in form of cash or in kind), manipulation and money
laundering, under table transactions, defrauding investors etc. The act of corruption is an unethical practice.

• ASSET MISAPPROPRIATION:

Asset Misappropriation is the most commonly occurred fraud practice within the corporations. According to
the ACFE, more than 91% of internal frauds includes the asset misappropriation. It includes theft and misuse
of assets of the company.

• FINANCIAL STATEMENT FRAUD:

Financial statement fraud is the deliberate misrepresentation, misstatement, manipulation or omission of data
in financial statements with the intention of misleading or creating a false impression about the company and
its performance on the users of financial information.
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FRAUD DETECTION AND FORENSIC ACCOUNTING 

Deterring and detecting' is a noble task since it addresses a social evil. ferreting out fraud, 

investigators assist in preserving the resources of the organisation as well as the society. As 

regards the management, investing facilitate quantification of the imp' of fraud and determining who 

could be the mind behind it. 

Forensic accounting is the specialty practice area of accountancy that describes ,”engagements 

that result from actual or anticipated disputes or litigation. 

"Fore, means "suitable for use in a court of law", and it is to that standard and potent outcome that 

forensic accountants generally have to work. 

Forensic accountants, a, referred to as forensic auditors or investigative auditors, often have to give 

ex, evidence at the eventual trial. 

Forensic Audit is the application of accounting methods to the tracking collection of forensic 

evidence, usually for investigation and prosecution of criminal acts such as embezzlement or fraud, 

also called forensic accounting.’ 

Forensic accounting needs all the skill sets relating to accounting, auditing investigation or detective 

skills. It is also referred to as forensic audit or forensic investigation. ABHINAV 
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It differs from audit in the following aspects: 

a) Audit relies on documentary evidence, whereas a forensic audit actually examines the reliability of 

a document itself and looks for other evidences available as well. You need additional checks.

b) Forensic audit is issue based or related to a specific problem whereas audit is wider, area based or 

legislation compliant.

c) Forensic audit has several components including technical aspects and could include any or all of 

the following:-

a) Financial and accounting review

b) Digital forensic analysis 

c) Field investigations 

d) Data mining at an advanced level

e) Application of interviewing and interrogation skills.

f) Technical assistance such as handwriting, specimen signatures, QC evaluation, etc
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Opportunities for chartered accountants and auditors and forensic accountants 

The menace of fraud threatening the corporate and business world provides tremendous professional 

opportunities for chartered accountants and auditors. As skilled accountants, they have the expertise to 

understand and tackle accounting manipulations. As systems consultants they can provide valuable assistance 

in detecting shortcomings in accounting systems. As auditors they can identify lapses of intemal control which 

lead to latent frauds and errors. As forensic accountants they provide services in: 

o Investigating and analysing financial evidence 

o Developing or assisting in development of specialised software for forensic accounting 

o Assisting in legal proceedings as expert witness 

o Identifying substance over form 

o Preventing risk by making recommendations to avoid future lapses, fraud as a result of professional 

negligence.

o Preventing , and investigation fraud by employees and whistleblower’s complaints 

o Investigating crime, involving money laundering, kick-backs and misuse of public funds.

o Arbitration. mediation and other such forms of alternative dispute resolution.

o Insurance claims - eg to assist in assessing loss for loss of profit policies 

o Engagement by, Lawyers; Police Force; Insurance companies, Government/Regulatory agencies; Banks; 

Courts and Business Communities

o Media as part of Investigative Journalism
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Explanation to Section 447(1) of Companies Act, 2013 defines Fraud as under: -

Fraud" in relation to affairs of a company or any body corporate, includes any act , omission, concealment 

of any fact or abuse of position committed by an on or any other person with the connivance in any 

manner, wn, Y Pe" deceive to gain undue advantage from, or to injure the interests oinftethntet°compny 'or 

its shareholders or its creditors or any other person, whether or not there is any wrongful gain or wrongful 

loss. Any deception carried out for getting a wrongful benefit or advantage over another is fraud, M the 

broadest sense. When such deception is carried out largely for a commercial interest, a financial gain or for 

any personal benefit in some form or the other to eventually gain a financial or commercial profit, then it is 

business fraud that we are talking about. In other words fraud is any kind of harm or damage or wrongful 

act which is attempted or carried out to the detriment of another intentionally. Fraud involves deliberate 

deceit or mis-representation of fa. and/or significant information to obtain undue or illegal financial 

advantage. There are three clear elements to describe fraud: • act or omission of act: • damage to another 

or to the detriment of another; • intention. 

Fraud Defined other than Dictionary
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20-12-2023 29

Act

Fraud

Omission Concealment of fact

With intent to 

Abuse of position

Deceive Gain undue advantage from Injure interest of

Company Shareholders Creditors Any other person

Whether or not there is

Wrongful gain Wrongful loss

By any person or any other person with connivance

FRAUD-Section 447 of Companies Act, 2013
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Misappropriation and criminal breach of trust
Misappropriation:

The word misappropriation is defined under Section 403 and section 404 of Indian Penal Code,1860 which is

defined as whoever;

“When a person dishonestly misappropriated or uses the property of another person to satisfy his own

purpose or to capitalize it for one’s own use, has committed the offense of criminal misappropriation”.

In other words, when one person dishonestly misuses or misappropriate the property provided the property is

movable in nature for own use or another is known as criminal misappropriation.

Criminal Breach of Trust:

According to Section 405 of the Indian Penal Code, 1860, “when a person is entrusted with the property or

that person has power or dominion over that property, dishonestly misappropriated or uses that property to

satisfy his own purpose or to capitalise it for one’s own use, or disposes of that property is contrary to a law

that prescribes how to discharge such trust or in violation of any contract, express or implied, or willfully

directed any person to do so, has committed the offence of Criminal Breach of Trust”.

For instance, A may lend his car to his friend B to use it for transportation. B, instead, uses it for transporting

illegal goods like ivory. Here, B is guilty of criminally breaching A’s trust
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• NPA Account over Rs. 50 Crores Exposure (Both FB + NFB)

• Cases of Restructuring of Accounts (To Take a Call)

• RFA (Red Flagged Account)

• Non-Cooperative Borrower (Wilful Defaulter) suspected diversion of Funds

• Usually given to Bank Empanelled / IBA Firms

Banks PSU /Private

• Cases of Transaction Audit/ Forensic Audit

• Section 43, 45, 44, 49, 50, 66, 68, 69,72 of IBC, 2016

• Related Parties Eg: Zauba Corp

RP /IRP

• UP RERA/ Karnataka Rera/ Haryana RERA/ Gujarat RERA – To Ensure no Diversion from one 
project to another and RERA account/ TRA

• Courts 

• CBI to verify the facts

• SEBI of Listed Companies

• SFIO large Corporates

Regulators Court / CBI/NCLT/ SEBI/ RERA Authorities/ RBI / SFIO/ EOW

Corporates on Whistle-blower Complaints / Before going into Arbitration of Legal Channels/ 
Partner Settlements / Divorce Cases / M&A / O&M

WHO APPOINTS FORENSIC AUDITOR ?

ABHINAV 

RAJVANSHI



ABHINAV 

RAJVANSHI



ABHINAV 

RAJVANSHI



ABHINAV 

RAJVANSHI

• SEBI Act and Guidelines

• RBI Master Circular

• Banking Regulation Act



Courses available on Forensic 
Accounting and Fraud 

Detection, ideally a forensic 
professional should possess 
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• Certified Fraud Examiners (CFEs) possess unique expertise in preventing and detecting fraud, and are
highly valued by organizations spanning all industries, sectors and sizes.

• The ACFE is the world's largest anti-fraud organization and premier provider of anti-fraud training and
education. Together with nearly 90,000 members, the ACFE is reducing business fraud worldwide and
inspiring public confidence in the integrity and objectivity within the profession.

• 4 Exams

• Around 1000$ to 15000$ Fees

• The Institute offers an educational program leading to the designation of Certified Professional Forensic
Accountant - CPFAcct - issued to qualified graduates. Forensic Accounting must be successfully complete
in order to be awarded the Certified Professional Forensic Accountant - CPFAcct - designation

• The ICA Certificate Course on FAFP. Few Weeks Course. Online Conducted now due to Covid.
Reasonable Fees. 2 Exams,

• Can be termed as mini version of ACFE Exam

• 17.5 Hours Learning and Fees of Rs. 16,520/-

• Accepted across all organizations
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Skills 
Desired for 
a Forensic 
Accountant

Deep 
Knowledge of 
Accounting

Proper 
Understanding 

of Audit

Criminology 
and 

Investigative 
Approach

Legal 
Knowledge

Companies 
Act, IBC, IPC
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BANKS’ PROCUREMENT OF 

FORENSIC AUDIT SERVICES
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General Procedure adopted by Banks for Declaring Account as Fraud

Forensic Audit of NPA Accounts as per RBI Guidelines

In May 2015, RBI through its circular RBI/2014-15/590 DBS.CO.CFMC.BC.No.007/23.04.001/2014-15 mandated
the banks to use Forensic Audit as preventive and investigative tool to detect frauds and deal with Red Flagged
Accounts (RFAs) of corporate borrowings over INR 50 Crores.

Steps for Forensic Audit:

1. Empanelment of CA Firms:

Banks issued for RFP/EOI for empaneling the CA firm which contains following details:

General information

Data Sheet

Notice for Inviting EOI

Terms of reference

Eligibility and Evaluation criteria

Brief Information about audit firms.

Checklist Showing Compliance With The Document Seeking Expression Of Interest For Empanelment Of Auditors
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2. Inviting Quotation from Empaneled CA Firms:

After empanelment, the Banks invite Quotations for all the eligible accounts which required
Forensic Audit Investigation as per the mandates given by the RBI. This Quotation inviting
proposal will contains following:

• Notice of Inviting Quotation

• Name of Account and its O/s Balance

• Period of Audit (Very Important – Strict Adherence)

• Scope of Work

• Time frame for Submission of Report

• Eligibility Criteria

• List of Documents which required to be submitted along with the Quotation.

• Cut off details for Technical and Financial Proposal

• Time frame for submission of proposal and details of contact person of the bank along with
the address of branch where quotation needs to be submitted.
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The generalized scope of work include following:-

As discussed above..
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3. Selection of CA Firms:

After receiving quotations from various CA firms, the banks scrutinized the documents selected the CA firms
who meet all the specified criteria mentioned in the RFP / EOI.

3. Starting of Work by Selected Firm:

After receiving appointment letter from Bank, the selected firm will start Forensic Audit by visiting concerned
branch, obtaining relevant documents from Banks and Management of the company. The firm should contact
with the management of the company for obtaining all the required financial and accounting records for
Forensic Audit.

4. List of Documents that generally asked and reviewed by the Forensic Auditors from Borrower:

• Complete Back-up of Books of Accounts of the company along with its sister concerns for the audit
period.

• Soft copies statements of all Bank Statements Current Account/Term Loan/CC/Other Facility accounts
with appointee bank and other banks, which were operated by the Company during audit period either in
Excel/Notepad.

• Financial Statements, Audit Report, 3CD Tax Audit Report, ITR Computations etc. of audit period
which submitted by company to the bank.

• Copies of Sales Tax Returns, GST returns, TDS returns, Salary Sheets, ESI returns, PF Returns etc. for
audit period.

• Details of Stock Statements as submitted by company during audit period. ABHINAV 
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• Stock Auditor Report, Credit Audit Report, Concurrent Audit Report and External Audit reports as
conducted on request of the bank on this party.

• Net worth certification of guarantors, directors, promoters and their related parties / persons.

• Details of all correspondences by borrower company with bank, which falls in audit period.

• Brief Summary that why account turned into stress and reply of management in this regards.

• Details of investments in real estate assets in various companies/sister concerns or other group concerns.

5. Time Frame for Audit:

Generally banks provided 30-40 days for completing the audit. Forensic Auditor required to submit draft
report within this time frame, if majority of required documents obtained by Forensic Auditor within
stipulated time. In big cases the time frame for audit may extend to 90 days.

6. Discussion with Bank Officials:

After submission of draft report, the Forensic Auditor discussion the outcome/findings of his forensic audit
with bank officers / JLM members in the meeting. After discussing the major findings bank officers will
discuss the final conclusion of the report that will form the part of final report. Also in this meeting bank
officers provide their feedback to the auditors on the findings and if required they asked for more detailed
investigations on some areas where they felt suspicious and doubtful. In big cases, looking to the complexities,
more than one draft report can be submitted.

If Borrower is cooperative, then Bank officials will asked his representation on the findings of the Forensic
Auditor. ABHINAV 
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7. Review of Borrower comments:

After getting reply of the borrower, the forensic auditor will review and analysis the reply/comment of the
borrower and also review the documents provide in support of his claim. After providing this opportunity of
being heard to the borrower , the forensic auditor finally conclude his report and findings and submit the
report to the bank.

In case of Non-Cooperation of Borrower in providing the required data and records and also if he
failed to provide the reply on the adverse observations/findings reported by the Forensic Auditor in
his report then the bank officials after discussion with Forensic Auditor may formed the opinion
whether account should be declare as fraud or not.

8. Final review of the report:

After submission of final report by Forensic Auditor, Bank officials / JLM Members calls final meeting for
discussing the final outcome of the report and in this meeting they also formed opinion whether account needs
to be declare as fraud or not.

After accepting the report of Forensic Auditor, the agreed fees will be paid by appointee bank to the auditor
and in case of Joint lenders, the fess will be paid by lead bank and subsequently other member banks give its
share in the fees to Lead Bank.

9. Report to Fraud Monitoring Committee:

The outcome/findings and conclusion of the Forensic Audit Report will be shared by bank officials to the
Fraud Monitoring committee of their bank, where final decision has been taken whether account needs to be
transferred to CBI or Some other Investigative Agency and also reporting to RBI has been also done by them.ABHINAV 
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Bank’s Pressure to Conclude reports.

• Generally Forensic Auditors reported all irregularities, observations
and facts in their report.

• After that bank’s officials decide that whether on the basis of facts
and observations reported by the Forensic Auditor in his report, the
account should be declare as fraud or not.

• However sometimes in order to avoid this decision, the bank officials
in the JLM or in the meeting where report is being discussing put
pressure on the auditors to clearly mentioned that whether based on
the RBI Master circular and as per provisions of IPC, whether any
fraudulent activities have been undertaken by the borrower or not.
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• As per Para No. 6.2 of Master Circular of RBI on Frauds – Classification and Reporting
RBI/2009-10/58 dated July 01, 2009, Public sector banks should report fraud cases involving
amount of Rs. 1 crore and above to CBI and those below Rs. 1 crore to local police, as
detailed below:

• Cases to be referred to CBI:

• Cases of Rs. 1.00 crore and above upto Rs. 5.00 crore:

Where staff involvement is prima facie evident – CBI (Anti Corruption Branch)

Where staff involvement is prima facie not evident – CBI (Economic Offences Wing)

• All cases involving more than Rs.5.00 crore – Banking Security and Fraud Cell of the
respective centers, which is specialized cell of the Economic Offences Wing of the CBI for
major bank fraud cases. Usually headed in New Delhi, CBI HQ

• At present on account of increasing incidents of cyber crimes and frauds detection in the field
of Banking and Financial Sector, the investigation agency or officer needs knowledge and
experience for utilizing accounting, auditing, CAATs/ Data Mining Tools, and investigative
skills to detect fraud/ mistakes. Therefore Central Bureau of Investigation (CBI) empaneled
CA firms and Chartered Accountants having prior sufficient experience and expertise in
forensic auditing for investigation of important Forensic Audit assignments. ABHINAV 
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Sample Report Structure         | SBI Sample

• Covering Letter

• Index

• Executive Summary of Observations

• Background of the Company and Its Directors

• Background of Banking Facilities and current status of accounts 

• Identification of Related Parties/ Entities

• Summary of Observations on Other Suspicious Transactions

• Main Report containing detail-point wise finding and analysis

• Detailed Time-line.

• Scope reconciliation.

• Detailed methodology- collection of evidence and implementation.

• Procedure Performed.

• Limitations.

• Disclaimers.

• Glossary and Abbreviations.

• Annexures, Appendices and Exhibits.
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Approach to be under taken for preparation of Forensic Audit 
Report:

1. Case Background (Why has the situation reached a forensic audit 
stage)

2. Writing down the allegation

3. Understanding end result expected by client (Court of Law/ 
general)

4. Basic understanding of the target people/ entity

5. Reading all relevant laws, rules, people,

6. Creating a Hypothesis (ability to think like fraudster)
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How to Conclude the Report:

Generally following things needs to be mentioned in the conclusions of the report:

• Comment upon cooperation of the management of the borrower company and availability of the
required data and records.

• Final Comment upon related party transactions – especially mentioned those transactions which
involve siphoning of money or part of critical observations and findings.

• Final comment on suspected transactions undertaken with potentially related concern or with
party who is major debtor, creditor or supplier of the company.

• Comment upon the fictitious revenue / expenses booked by the borrower

• Summary of utilization of credit facilities given by bank and also include if there in diversion of
funds by promoters, directors or management or their related parties outside the company or which
resulting in creation of immovable properties in personal names of promoters, directors or
management or their related parties.

• Comment upon Disclosure of related party transactions in the audit report

• Comment upon utilization / movement of funds from bank accounts which opened with other
banks without obtaining NOC from lender banks

• Litigation undergoing against the company or between the management.

• Whether The company’s accounting practices with regards to the Financial statements and
disclosures to banks have been observed to be different. Adherence to accounting standards
was sub optimal or not.
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Key Pointers to Take Care when drafting a 

Forensic Audit Report

ABHINAV 

RAJVANSHI



While presenting Forensic Audit report, Forensic Auditor has to consider 
following guiding principles while drafting a forensic report:

• The report should be understandable to the decision-makers and easy to read by
the intended audience.

• The report should be unambiguous; language should be clear and should not
be open to misrepresentation.

• References should be easily given to the relevant facts of the incident.

• The report should offer valid conclusions, *opinions, and recommendations
when needed.

• State the complete facts of the case including the names of the persons involved,
amount involved, complete details of the issue.

• The details of the evidences essential to prove the entire issue has to be detailed.

• The choice of words and the usage of language should be simple. Avoid using
technical/legal jargons or flowery language. The choice of word is crucial and
has a legal impact.

• The observations should be supported with Annexure and other documentary
legally admissible evidences as exhibits.

*No opinion as per FAIS ABHINAV 
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RBI Master Circular on Fraud
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RBI Guidelines on Fraud and its reporting

2.2 Classification of Frauds

As per para 2.2.1 of the circular, In order to have uniformity in reporting, frauds have been classified as under, based
mainly on the provisions of the Indian Penal Code:

a. Misappropriation and criminal breach of trust.

b. Fraudulent encashment through forged instruments, manipulation of books of account or through fictitious
accounts and conversion of property.

c. Unauthorized credit facilities extended for reward or for illegal gratification.

d. Cash shortages.

e. Cheating and forgery.

f. Fraudulent transactions involving foreign exchange

g. Any other type of fraud not coming under the specific heads as above.

As per Para 2.2.2 of the circular that, As regards cases under d) and f) above cash shortages resulting from negligence
and fraudulent forex transactions involving irregularities / violation of regulations have also to be reported as fraud if
the intention to cheat/defraud is suspected or proved. Notwithstanding the above, the following cases shall be
treated as fraud and reported accordingly:

a. cases of cash shortage more than ₹ 10,000/-, (including at ATMs) and

b. cases of cash shortage more than ₹ 5,000/- if detected by management / auditor/ inspecting officer and not
reported on the day of occurrence by the persons handling cash
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Use of Information /links on Social Media Platform/Public Domain 

in Forensic Investigation / RPT MAPPING
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With 1.2 billion monthly active users on Facebook alone, it’s not surprising 
that social media networks can be a rich source of information for 

investigators. And because growing relevant and users spending more time 
on social media than any other major Internet activity, including email, social 

media information and evidence is plentiful.
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What is Social Media Forensics ?

The application of computer investigations and analysis technique to gather evidence
from online sources, suitable presentation in a court of law.

Sources for Social Media / Web Evidence 

• 200+ Social Media Outlets

• 800+ Online services

• Blogs

• Company or personal websites

• Group, Club or special interest forms

• Government web sites

• Archival Sites
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Red Flags for Fraud 

What is a Red Flag?

A red flag is a set of circumstances that are unusual in nature or vary from the normal activity. It is a
signal that something is out of the ordinary and may need to be investigated further. Remember that red
flags do not indicate guilt or innocence but merely provide possible warning signs of fraud.

Just keep in mind:

• Do not ignore a red flag: Studies of fraud cases consistently show that red flags were present, but
were either not recognized or were recognized but not acted upon by anyone. Once a red flag has
been noted, someone should take action to investigate the situation and determine if a fraud as been
committed.

• Sometimes an error is just an error: Red flags should lead to some kind of appropriate action,
however, sometimes an error is just an error and no fraud has occurred. You need to be able to
recognize the difference and remember that responsibility for follow-up investigation of a red
flag should be placed in the hands of a measured and responsible person.

• A red flag may lead to /indicate to increase the sample size
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Types of Red Flags

Red flags that are common to most types of fraudulent activity can be categorized as employee and
management red flags.

Employee Red Flags

• Employee lifestyle changes: expensive cars, jewelry, homes, clothes

• Significant personal debt and credit problems

• Behavioral changes: these may be an indication of drugs, alcohol, gambling, or just fear of losing the 
job

• High employee turnover, especially in those areas which are more vulnerable to fraud

• Refusal to take vacation or sick leave

• Lack of segregation of duties in the vulnerable area/ Tender Approval Authority/ Person 
responsible for opening financial bids in a tender.
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Management Red Flags

• Reluctance to provide information to auditors

• Managers engage in frequent disputes with auditors

• Management decisions are dominated by an individual or small group

• Managers display significant disrespect for regulatory bodies

• There is a weak internal control environment

• Accounting personnel are lax or inexperienced in their duties

• Decentralization without adequate monitoring

• Excessive number of checking accounts

• Frequent changes in banking accounts

• Frequent changes in external auditors

• Company assets sold under market value

• Significant downsizing in a healthy market

• Continuous rollover of loans
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Sample Showing Application of  
Discrete Checks 
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Future of Accounting Forensics – Should be working with Digital Forensics

Professionals to make themselves conversant with Technology and Tools..

In this digital era…
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UDIN Applicability
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For any queries please email to

forensic@rajvanshica.com

Abhinav Rajvanshi
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